MUWHUCTEPCTBO OBPA3OBAHUS U HAYKU AJITAMCKOI'O KPAS
KpaeBoe rocy1apCTBeHHOE OI0KeTHOe MPoheCCHOHAIBHOE 00pa3oBaTeIbHOe
yupexaeHne « buiickuii TeXHUKYM JIECHOTO XO35IHCTBa»
KI'BIIOY «BUMCKUM TEXHUKYM JIECHOT'O XO3SIMICTBA»

IIPUKA3
29.12.2017 Ne 145

r. buiick

O6 orBercTBEHHOM 3a obecriedenue 0e30I1aCHOCTH IIEPCOHAJIBHEIX JaHHBIX B
MHQOPMAalMOHHBIX CHCTeMax IlepCOHaNbHBIX naHHBIX KIBIIOY «buiickuii
TEXHUKYM JIECHOTO XO3SHCTBa»

B nmemsx BeimonHeHus tpebGoBanmii PeepanbHOro 3akoHa ot 27.07.2006
Ne 152-®3 «O mnepcoHaNbHBIX JaHHBIX», IIOCTAHOBIEHHS IIpaBHTENHCTBA
Poccuiickoii ®enepanuu ot 01.11.2012 Ne 1119 «O6 yTBepsxieHHN TpeGOBaHHUIH K
3allUTe MEePCOHATBHBIX JaHHBIX IIPU UX 00paboTke B HHGOPMAIMOHHBIX CHCTEMAX
IICPCOHAIBHBIX MaHHBIX» M B ILeNAX OOecrHeyYeHHs] YpPOBHS 3alUILEHHOCTH
NIEPCOHANBHBIX JaHHBIX MNpPH HMX 00paboTke B MWHPOPMAILMOHHEIX CHUCTEMAaX
NEePCOHANIBHBIX JAaHHBIX, OIPENEIIEHHOIO B OTIEIBHBIX HOPMATHBHEIX aKTaxX
KI'BIIOY «buiickuii TEXHHKYyM JIECHOTO X035iCTBa», IPUKa3blBAIO:

1. HasnayuTh OTBETCTBEHHBIM 3a obecreueHne 6e30MacHOCTH MepCOHANBHBIX
JNaHHBIX B HMH(MOPMAIMOHHBIX CHCTEMaX IepCOHANBHEIX AaHHBIX KIBIIOY
«bHACKUH TEeXHHKYM JlecHOro xo3siictBay wuixeHepa O3J1 Illynsua Eprenus
AnexcanapoBuya. )

2. YTBepauTh npuiaraeMyio MHCTPYKIIMIO OTBETCTBEHHOIO 3a obecredeHue
0e30racHOCTH  IIePCOHANBHBIX ~ [aHHBIX B  HMH()OPMALMOHHBIX CHCTEMax
nepcoHanbHbIX JaHHBIX KI'BIIOY «buiickuii TEXHUKYM JIECHOTO XO3SCTBaY.

3. Kontpons 3a UCTIOMTHEHHEeM HACTOSIIETO IIPUKAa3a OCTABIISIO 3a COOOIA.

"

3aMm. nupektopa o YIIP % C. H. Ky3nenos




YTBEPXJIEHA
npukazoM KI'BIIOY «buitckmii
TEXHUKYM JIECHOTO XO3SCTBa

or 29122017 Ne 145

HHCTPYKIHSA 0TBETCTBEHHOTO 32 o0ecreyeHne 6e30NaCHOCTH NMePCOHANbHbIX
AAHHBIX B HHGPOPMANHOHHBIX cucTeMax nepcoHaabHbIX KIBIIOY «buiickuii
TEXHHKYM JIECHOIO X03sIiicTBa»

1. OBIIME ITOJIOXKEHMA

1.1. OrBercTBeHHEBIH 3a obecnedeHne 6e30MacHOCTH MEPCOHANBHEIX JAaHHBIX
B MHOOPMAIMOHHBIX CHCTeMaX NepcoHanbHbX aaHHbX KIBIIOY «Buiickuii
TEXHUKYM JIECHOTO X03siCcTBa» (najee — OTBETCTBEHHBIN) Ha3HAYAETCS TIPHKA30M
KI'BIIOY «buiickuii TEXHUKYyM JECHOTO XO3siCTBa» (majee — YupexueHue) u
oTBedyaeT 3a obecrieueHue KOHGHIEHIMAIBHOCTH, LEJIOCTHOCTH M JOCTYHHOCTH

NEepPCOHANIBHBIX JaHHBIX (manee — IIJJH) B mnpomecce ux o6paboTku B
MHQOPMALMOHHBIX ~ CHCTEMaX IIePCOHANBHBIX JaHHBIX (manee —MCITJIH)
YupexneHus.

1.2. OTBEeTCTBEHHBIN JIOJDKEH 3HaTh ¥ HOPMBEI JEACTBYIOLIETO

3aKoHozarenbcTBa Poccuiickoii ®enepanun B chepe (obmactd) oO6paGoTKH M
obecneuenus 6e3omacuoctu IT/IH.

1.3. B cBoeii nesrensHocTd OTBETCTBEHHBINH PyKOBOACTBYeTCs [TonuTHKOI B
OTHOLIEHUH 00paboTKK nepcoHanbHbIX NaHHBIX B KIBIIOY «Buiickuil TeXHHKYM
JIECHOTO XO3SIICTBaY, HaCTOsIIEH HNHucTpykiuei, pEeKOMEHIAIISIMHU
OTBEeTCTBEHHOIO 3a OpPraHM3alUui0 00pabOTKH MEPCOHANBHBIX JAHHBIX (nanee —
OrtBeTcTBeHHBIH 3a opranuszanuio oopadorku I1/1H).

1.4. Meroauueckoe pyKOBOACTBO paboroit OTBETCTBEHHOIO OCYIIECTBIISIET
OrtBeTcTBeHHBIH 3a opranusanuio oopaborku I1/1H.

2. OCHOBHBIE ®YHKIINM 1 OBS3AHHOCTKU OTBETCTBEHHOI'O 3A
OBECIIEYEHME BE30ITACHOCTU ITEPCOHAJIBHBIX JIAHHBIX B
HMHOOPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JJAHHBIX

Oynxuny OTBETCTBEHHOTO:

2.1. OTBEeTCTBEHHBIH HM3ydYaeT BCE CTOPOHBI AESTENBHOCTH YUpPEXIEHHS U
BhIpabaTeIBaeT peKOMEeHMauuHu 1o 3ammrte [IJIH TIpH pelleHdM CiemyroImux
OCHOBHBIX BOIIPOCOB:

— IPOBEJEHHE AaHAIUTUYECKOM paboThl IO KOMIUIEKCHOM 3alluTe M
npenynpexaeHuro yreuku [1/1x;

— TOATrOTOBKAa pEIIEHHWM B  OTHOUIEHHHM CBEleHHH o paborax,
BBITOJHAEMBIX YUPEXICHUEM, MTOAIEXAIUX 3aIIUTE;

—  paccMOTpeHHE IIPOEKTOB TEXHUYECKUX 3aJaHUi, HOPMATHBHBIX aKTOB M
yKa3aHHH, IOrOBOPOB Ha BBINIOJHEHUE paboT, OTYETHON JTOKYMEHTALMH, C LEIIBIO




OmpeJieNleHnsl  JIOCTATOYHOCTH —IPEJyCMOTPEHHBIX B HAX TpeOOBaHMH H
MEpPOIPHUSATHIA 110 KOMILIEKCHOM 3amure [1/IH, npy Hay9YHBIX MCCIIEIOBaHUSX, MPH
NpOBEIEHHH APYTHX paboT;

—  KOOpAMHAIWMsS BHEIPEHHs M OKCIUIyaTallkh CHCTEM 3alllUThl H
6e3omacHOCTH HHpOpMamu, 00pabaTeiBaeMON TEXHHYECKAMHU CPE/ICTBAMH;

—  mpoBeieHHE paboOT MO KOHTPONO 3(QGEKTUBHOCTH NPUHAMACMBIX Mep
TI0 BBISIBIICHHIO M 3aKPBITHIO BO3MOXKHBIX KaHaoB yTeuku [1/1H;

—  TOATOTOBKA IPENIOXKEHHIM I10 COBEPIICHCTBOBAHMIO JEHUCTBYIOLIECH
crcteMbl 3amuThl [1J]H ¢ mocieayromuM npegocraBieHneM OTBETCTBEHHOMY 32
opranmaimuio obpaborku I1Jln VYupexnmenus wuw/wiu mupexropy KIBIIOY
«bBuiickuii TEXHUKYM JIECHOTO XO35IHCTBaY,

—  y4eT NPMMEHSEMBIX CPEICTB 3alUThl HH(POPMAIMH, SKCIULyaTal[HOHHOM
M TEXHUUECKOH JIOKyMeHTaliy K HUM. HocuTtenel I1]1H;

—  ofecrieyeHre COOTBETCTBHS IPOBOAMMBIX pabOT B 4YacTH 00pabOTKU
[1]11 TexHuKe 6€30MaCHOCTH, IPaBHiIaM U HOPMaM OXpaHbl TPyAa;

—  OCYyILIECTBIEHHE B MpeJeNax CBOeH KOMIICTEHIMHM WHBIX (YHKLIHH B
COOTBETCTBHH C IEJIIMH U 3aja4aMU Y UPEKICHHS.

OTtBeTcTBEeHHBIN 0053aH:

2.2. CobmonaTs TpeboBaHMs JEHCTBYIONIEro 3aKOHOAaTeNbCTBa Poccuiickon
®enepauun B chepe (o6nactr) o6paboTky u obecnevenus GesomacHocty 111

2.3. 3HaTh COCTaB, CTPYKTYpY, HasHa4eHue U BoinonHseMsble 3anaun UCII/IH,
a TakXe cocTaB HH(POPMAIMOHHBIX TEXHONOTAI M TEXHHYECKHX CpPeJCTB,
TO3BOJISAIOINMX OCYIIECTBIATH 00paboTky I1[IH.

2.4. OcylecTBIATH 00Iee TEXHHYECKOES COTIPOBOKACHHUE HCIIn:

—  KOHTpOIMpOBarTh coOMofieHHe TpeOOBaHWA IO pPa3sMEIICHHIO U
HCIIONB30BAHUIO TEXHUYECKHX CpEJCTB, YKa3aHHBIX B MHCTPYKLHSAX IIO
SKCILTyaTalluy 3TUX CPEJCTB; .

—  KOHTpPOJUPOBATh COXPaHHOCTh oMo Ha o0opy10BaHUH
aBTOMAaTH3UPOBAHHBIX Pab0OYMX MECT;

—  BeCTM OKypHal yd4era M BBbIJIa4d HCIOJB3YEeMbIX MaTepHATbHBIX
gocurenei [1/1x; '

—  KOHTDOJHpOBATh HCIONB30BaHHE CHEMHBIX MAaTEpPHAIbHBIX HOCHTENEH
nHGOpMaIKK, B TOM 4YHUCJIE 3allpeliaTs HCIOIb30BaHUE HEYYTCHHBIX HOCUTENEH
uHbOpMaLIKH;

—  NIPOBOAHUTH HHCTPYKTaX COTPYJHHKOB, OCYIIECTBIISIOIINX 00paboTKy
[Ilz u umeromux goctyn k I1JlH, obpadarsiBaembiM B VICII[H VYupexaenus
(manee — ITonssosareny VICII/IH) o npasuiaM paboTel B UCT1ds.

2.5. OcCyILIECTBJIATh HACTPOHKY M CONPOBOXACHUE MOACUCTEMbI PETHCTPALH
u yaera UCIT/In:

—  pealM30BBIBATH TOJHOMOYHS JOCTYNa (4TEHHME, 3aIMCh) M KKIOro
[IONIB30BaTeIs K DJEMEHTaM 3allHINaeMblX MH(OPMALIMOHHBIX PECypcoB (TOM,
Karajor, (ai, 3auch, IoJie 3alMCH) Ha OCHOBE YTBEPXKJIEHHOIO PYyKOBOAUTEIIEM
CIIUCKA COTPYAHMKOB, AomyIieHHBIX K pabote B UCITH;

—  nHasHauats napoiu [Tons3zosateneit UCI1IH;



—  KOHTpPOJIUPOBATh IJIaHOBYIO cMeHy napoiei IlonszoBatensimu UCII/x
s noctyna B UCITH;

— cBoeBpeMeHHO ygnansate npoduns Ilone3oBarens WCII[Jx npu
YBOJIbHEHHH WUJTU MIEPEBOJIE COTPYIHUKA;

—  BBOJAUTH B 06a3y JaHHBIX CHCTEMBI 3alUTHl OT HECAaHKIIMOHHPOBAHHOTO
nocryna (manee — HCJI) ommcaHus coOBITHH, MOANEXAIIUX PETUCTPAIUH B
CHUCTEMHOM >XypHalie;

—  PeryJsipHO TMPOBOJAWUTH AHAJIU3 CHUCTEMHOIO >XypHasla JUIS BBISBJICHHS
IONBITOK HecaHKIIMOHUpoBaHHOTO Aoctyna Kk MCITH;

—  cBOeBpeMeHHO HH(popmupoBaTh (OTBETCTBEHHOrO 3a OpraHH3aIHI0
obpaborkun IIJ[H 0 HecaHKIMOHHPOBAHHBIX MJEHCTBHSAX TepCOHANa IS
opraHuzanuu paccienoBanus nomnsitok HCJI.

2.6. CompoBoXJaTh MOJACUCTEMY OOecledeHHUsl IeJIOCTHOCTH pabouero
nporpammHoro obecneyenus (I10) UCITdx:

— ofecrmeuuBaTh  peryjsipHoe ¥  CBOEBpPEeMEHHOe  OOHOBJIEHHE
aHTUBUPYCHOT'O IPOrPaMMHOT0 obecriedeHusl Y UpexieHuUs;

— obecrneunBarh NOJJEpKAHUE YCTAHOBIEHHOIO IMOpSJIKa JKCIUTyaTalluH
QHTUBUPYCHOI'O IPOTPaMMHOTI0 00€eCIIeYeHHUS;

— ofecreuyuBaTh pEryJsIpHOE U CBOEBPEMEHHOE CO3/IaHHE pPEe3epBHBIX
ko UCIT/IH Vupexnenus;

—  OCYUIECTBJISITh HACTPOMKY U cornpoBoxaeHHe cuctemsl 3amuTsl oT HCJ]
B VICTT/Tu. !

2.7. TIpoBOAMTE IEPUOAUYECKOE TECTUPOBAHHE (YHKIIMN CHCTEMBI 3AI[MTHI
or HCJ] npu u3MeHEeHHHM NpOrpaMMHOM cpeabl U IosHoMouuil Ilonb3oBarenei
NCTIH.

2.8. TpebGoBarp mnpexpamenus obOpabotku I[IJ[H B ciaydae HapyleHUs
YCTaHOBJICHHOTO IOpsi/IKa paboT WK HapylieHUs (QyHKIIMOHUPOBAHUS CPEACTB U
CHCTEM 3alUThl HHYOpMAaLIUY.

2.9. YyacTBOBaTh B aHajM3e CUTYyallMid, KacaroIMXcs (YHKIHUOHUPOBAHHS
CpEJICTB 3aIlUThl HHPOPMAIIMU U CITyXeOHBIX paccienoBanuii ¢pakroB HC/I.

2.10.Y4acTBOBaTh IpHU MPOBEACHHH BHYTPEHHEIO0 KOHTPOJS COOTBETCTBUS
obpabotku [1/]n TpeboBanusM k 3amute [1/1H.

2.11.KouTponupoBars BbimonHenue [lons3oBatensmu MCILH TpeboBanmi
WHCTpYKIMH TOJB30BaTeNs] MHMOPMAIMOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX
KI'BIIOY «buiickuii TEXHUKYM JIECHOIO XO3SMCTBa», a TaKXe YCTaHOBJIEHHBIX
TpeboBaHuii i1 obecnieueHus ypoBHe 3amuieHHocTy TT/1H.

2.12.KonTtponupoBats npaBuibHOCTs TpuMeHenus [Tonp3oBarensmu UCITIH
CPEICTB 3aIlIUThl UHPOPMALHH.

2.13.B cinyuae momydenuss ot Iloms3oBareneit WCII[lH unbopmanuu o
¢akTax yTpaThl, KOMIIPOMETALUH KIIOYEBOH, TAPOIBHON U ayTeHTUHULIUPYIOIEH
uHopMaIuK, a TaKke M000H npyroil MH(pOpMALMKU OTPAHUYEHHOrO AOCTYIIA,
He3aMeUIMTEIbHO TPUHATh BCe HEOOXOMUMBIE Mephl A obecredeHus
6e3omacHoctu [1/[H B mpeaenax CBOUX IMOJHOMOYHUH.

2.14.06ecneunBaTh (GYHKIIMOHUPOBaHUE U MTO/IJIEP)KUBATh




paboTOCIOCOGHOCTh HAa aBTOMATU3UPOBaHHBIX pabounx Mectax MCIT/IH:

—  aHTHBHPYCHOT'O MPOrPaMMHOI0 obecreueHus,

—  CPEeICTB 3allUThI OT HECAHKIIHOHUPOBAHHOI'O IOCTYTIA.

2.15.B caydae HapylleHUs: pabOTOCIIOCOOHOCTH TEXHHYECKHX CPEICTB U
nporpammuoro obecrneuernss UCITJH. B Tom uucne cpencts 3ammrtsl UCIT/IH.
INPUHAMATh Mepbl IO HX CBOEBPEMEHHOMY BOCCTAaHOBJICHHIO U BBIIBICHHIO
TIIPUYHH, IPUBEIIIHX K HAPYIIEHHIO pab0TOCTIOCOOHOCTH.

2.16.CBoeBpemenHO uH(pOpMHpoBaTh (OTBETCTBEHHOIO 3a OpraHU3alUI0
06pabotku IIJ[H O BBISIBIEHHBIX HapyLICHUAX TPeOOBaHUH MO OOECTIECYCHHIO
6e3onacHocTy I1J[H 1 noneITKax HecankiporupoBanHoro goctyna Kk MCIT/IH.

3. [IPABA OTBETCTBEHHOI'O 3A OBECITEYEHME BE30ITACHOCTH
[MEPCOHAJIbHBIX JAHHBIX B MTHO®OPMAILIMOHHbIX CUCTEMAX

ITEPCOHAJIbHBIX TAHHBIX
OTBeTCTBEHHBIA UMEET IIPaABO:
3.1. 3HaKOMHTECA c HOPMaTUBHBIMH aKTaMHu Yupexnenus,

peraaMeHTHpPYIOIMMH Iporieccs 00paboTku U 3ammThl [1/1H.

3.2. Buocutre mnpemioxenus gupekropy KIBIIOY «buiickuéi TexXHUKYM
JIECHOTO XO3SMCTBa» 110 COBEPIIEHCTBOBAHHMIO CYHIECTBYIOIIEH CHCTEMbI 3aIIUTHI
UH(pOpMaIHH.

3.3. IlpuBnekatp 0O coryacoBaHuio (OTBETCTBEHHBIM 3a OpraHHM3alMIO
o6paborku I1[ln u pmupekropoM KIBIIOY «buiickuii TEXHHKYM JIECHOTO
X0351HCTBa» K paboTe 10 CO3/[aHHUIO U COBEPIICHCTROBAHHIO CHCTEMBI 3aiuThl [1/TH
JIPYTHX COTPYAHUKOB YUPEXIECHHUS.

3.4. Tpe6osats ot Ilonmssosareneit VICIIJIH cobmonenus TpeOoBaHUH
VHCTPYKIMK TOJB30BaTeNs] HHPOPMAIMOHHBIX CHCTEM IEepPCOHABHBIX NaHHBIX
KI'BIIOY «buiickuii TeXHMKyM JIECHOTO XO3siCTBa», a Takxke COOMOJeH s
Tpe6GoBaHuii JeHCTBYyOIIEro 3aKoHoaaTenbcTBa Poccuiickoit denepanyu B chepe
(o6nactu) o6paboTku u obecrieyeHus 6ezonacuoctu [1/1H.

3.5. YuacTBOBaTh B paboTe IO COBEPLICHCTBOBAHMIO MEPOIPHSTHH,
obecreunBaroIUXx Oe3omacHOCTh IIJI[H. BHOCHUTH CBOM IIPEIUIOKEHHS 110
COBEPIIEHCTBOBAHMIO OPraHU3alMOHHBIX M TeXHMYeckux Mep 3awmtsl IIJH B
NCTI .

3.6. VIHUIMHpOBaTh NpOBEJEHHE CIy)KeOHBIX paccieoBaHUH 10 (aKram
HapyILIeHHs YCTAaHOBJIEHHbIX TpeGoBaHuii obecneuenus GesonacHocTH IT]1H.

3.7. Tpeb6osars npekpauienus paborel B MCII[IH, kak B IeJOM, TaK |
ornenbHbix [lomb3oBateneid MCIIJIH. B ciydae BBISABJIEHHS HapyLICHHH
Tpe6GoBanuii o obecredenuio GesonmacHoctd [1JIH WM B CBA3K C HApyLICHHEM
¢yukuunonupoBanus MCIIIH.

3.8. OOpamarscss 3a HEOOXOIMMBIMHM —Da3bsCHEHWSIMH 10  BOIpOCaM
ob6pabotku u obecmedenust OesomacHoctd II[lH k  OTBETCTBEHHOMY 3
oprauuszanuio oopadoTku IT/1H.




